






















Section 02

What security reports  
vs. what finance needs
Although both security and finance leaders consider their business impact 
measurement capabilities to be relatively mature, their responses show serious 
discrepancies in how they evaluate and communicate cybersecurity value. The 
two groups differ significantly in how they define risk, prioritize decision-making 
factors, and report on metrics. 



70% of surveyed security leaders say their organization’s ability to measure the 
business impact of cybersecurity initiatives is fully or very mature (8, 9, or 10 on a 
10-point scale). 



While finance decision-makers have a similar view, their perspective is decidedly 
less optimistic. Just over half (56%) of surveyed finance leaders say this ability to 
measure the business impact of cybersecurity initiatives is fully or very mature.
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Section 03

When collaboration and alignment fall short

Stakeholder interaction level may 
be another factor that limits how 
successfully finance and security 
decision-makers can collaborate. 
Most report interacting with 
director-level counterparts rather 
than with the C-suite. 



Nearly half (49%) of surveyed 
finance leaders say they engage 
with directors of cybersecurity. 
Much smaller segments report 
engaging with CISOs (22%) or VPs 
of Security (21%). Surveyed 
security leaders report similar 
interactions. The largest segment 
(41%) engages with directors of 
finance, while just 24% regularly 
collaborate with CFOs.

Improving collaboration between security 
and finance requires better alignment on risk 
tolerance and clearer metrics that tie security 
investments to business value. While the 
relationship is improving, there’s still a need 
for more structured communication and 
shared KPIs to ensure both teams are 
working toward common goals.

Director of Cybersecurity

Technology

The security team members finance 
engages with on cybersecurity matters

22% 21%
Chief Information 
Security Officer (CISO)

VP of Security

49% 7%
Director of 
Cybersecurity

Chief Risk Officer

The finance team members security 
engages with on cybersecurity matters

24% 14%
CFO VP of Finance

18% 3%
Director of FP&A Controller

When collaboration and alignment fall short  | 20



























Methodology and demographics

Respondents represented 10 industries, including technology (27%), financial 
services (22%), manufacturing (18%), and retail (11%).

Survey respondents’ 
primary industry
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Survey data collection took place in July 2025. The research sample was 
vendor-neutral and did not target Expel or UserEvidence customers, although 
they were not excluded from participating in the survey.
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